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Usn15 GDCC

(Government Data Center and Cloud Service)

BNEISHEAIUNUINATNNANUSURAYBU
ST1I9 ;ﬂﬁu’%miﬂmaﬁ (Cloud Service Provider) wag

ﬁﬂ‘fl’ﬂ%ﬂ’liﬂm’sﬁ (Cloud Service Customer)

1. wé’nmmaxmqwa

Jagdunisimalulageandaeuinfanldlunisiiusnsssuuansaumeavemiigauniasy
funumaddglunsiiuyusedniaim anudangu uazaiududilun1suinisdaniminelns

(3 (%

AumAlUladaNsaUWA 1AgRNIZNITIIUSN1SAaNAN1AST (Government Data Center and Cloud

o9

Service: GDCC) AsauAauunanilasy (Platform) sadl

VMWare Platform 1dulassadnefiugiudisessunisliuinnsssuvansaumnad danuddny
ABNNINAVBINUILUY

OpenStack Platform Lulassanefiugunuunandlemuresadsessunisiiusnisszuy
ansauwmanifiauddyronisiavemuiey warausausurenensnensldiniuaudesnis
Tdanuegramangay

ognslsfinny nislivinmsaandneliAnguuuunsudsiiuanuiuinveusueusiunsasnse
a1saumAsENnINE liuTn13Aa1a (Cloud Service Provider: CSP) uax{lduTni1saania (Cloud
Service Customer: CSC) Gamnalaifimsfmunveuaniifuazessuiinvouiidanu enanoliin
A ssdiuanusiuasasadsasauna auliaeandesiungming seidov wazuiasgiu
MAgates sudsanulddaaulunisuimsdaniamg nsaiduaiuiunsasn foaisauma

Tuanmuindsumailn

a wva

WINIFIUEING ISO/IEC 27017 lafmuauwuiufus ”mﬂfrﬁmuammmﬁumﬂaaﬂﬁamiaumﬂ
dmSuusnisaans Tneidundnnisuusuenuiing wazausulinueusenine CSP way CSC agns
WnzaL ATeuAquAIUNITUTITTAn1slaTsaieiiuguaanad nseuaunindidesEuuuay
n3nens nmsunlesdoyaansauma ausaiadlunisliuinng LAZNITIANISIANITIAIUAIY

LUAIUABANYRNTRULYNA
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sty welwnislduinng Gocc ilulvsgrasiunsuasads finnutaaulunisiifuqua uay
AenndeiuInsgIu ISO/IEC 27017 saufangvaneg seideu wasuleuroiiuanuiuasaonds
asaumAiAetes Salanudududesdainenansimuamifiuazanuiuiaveurosliuinng
Aa¥ (CSP) wawdliuiniseamd (CSO) Tu wielfifunsoureddunsduiiunu matifugua n1s
n3IUsEly wazn1suIssanisaadssiunutiunsUasndvansaumeogadussuuuasi

ULaNTNIN

2. A19NAAY

99ANS AD VSN INIANUIANWAIIIR 3119A (UAIYL)

U3N19Aa14 (Cloud Service) Aa uin1sauwmalulagdansaumnan i ldaunsadduay
Tinsnensreufiawes wu szuvdszaiana ssuudaiudoya 1n3etle wazgenius Nulasaie

lneinnugangulun1susuraLasuImsInNITNININTALALABINTS

{1%u3n1sAanast (Cloud Service Provider: CSP) A miasunioosAnsiliuIAIsAA1IA LA
flisnns TnesuRnweulumsdam vimsdnns uazqualassadafiugiunand saudsnasmady
ArwifunsUannfoasaumares GDCC sumauaiifmualy Tnefifidensgdimans (Geographic
location) d1w§unisliuinisegiingammumiuasy uazdminuunys Usenelne Fagunisiiu
s W Doy Uszanana Tuiimsdsesdeya/deyaduyarnasifntuniglussenaninglneg
Wiy uudegldduauBusenduegduangmuaudoyadiuyanaduaisdnuaidnes vie

Tudygymanlaszyliogrsdnuudrinnisiiusiung | Jawe Yssnanasiufnisdiseydeya

dhuyaraintulumsseine

{14U3In15Aa197 (Cloud Service Customer: CSC) fig viigamunAsrTosAnsildusnsaae
Y a s A v & = Y a oy oA
N ITUITNITAaTIA iU TEuIaNa FALAU 13olHUINITTEULATAUMNAYRINULEY Laslivtng

SuRagauiuANNiuataensduasaumAluduinuauAule

LUUDIAIAMUSURAYDUSIN (Shared Responsibility Model) A #anNISLUILENRLILay
ANUSURAYEUAUANNNUAIURBAS B TAUIMATENI N TUTN1IARIALALE [TUTN5Aa1A aY

weiaztneinnuSURave Ul UV UA NLANASIUALA NYULYIUSNNSARINLAZTDANAINAUA LY
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AMuduAsUasnfgansauma (Information Security) fis n1sUntlasansaumAlaz Iz UV TaULNA
IiianudunslaendeniundnnisineAugy (Confidentiality) AugnaeAsuaIU (Integrity)
wazAunsoNldau (Availability) saugenistesdunisne n1sly nsWawme n1sunle ¥3en1s

hanelaglilasueune

3. AMNSURAYOUIINVBIUINI5AATIA (Cloud Shared Responsibility)

nslduiniseans iugduuunstiuinnsiidnsuvsiiuunum wihd wazanusuiaveusiiu
ausiunsaenfoansaumALazsANnTsTeyadILyAnaTErinsgliuInIsAa1ad (Cloud Service
Provider: CSP) wazfl§U3n13aanas (Cloud Service Customer: CSC) italvnsldsuaandifuly
oteiunsUaense Witla uavaenadosiuinmsguaIna ISO/IEC 27017 uaz ISO/IEC 27018 vides

feFanasiudusiiuniswazysearuanusuiaseululsemuddsanalud

o
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

ylgurgAuanuluaslasnneadsaumnd (Information

Security Policies)

Flsusnsnanddnisivuaulouisanuiuasasade
asaunAd nsun1sUsERlanavuaanIn i duuleuie
lanziatovesfliuinisaannd wlouigaiuiuns
Uaeadvarsaumnad miun1sUTsHIaNauuAR1IA vy
THUsn1sAas fesdenadasiussiuaudesiivensuls

supuuAsUaansdvansaung Nildedeyauasningau

DU 9 V099IANT

wlguneAunToIlayaduYARATDI LTUINITAA1IANNTS

T2UTANUNEITUTEANAMNE I TEnINEUTEINARA

¥ ]

ToyadIUUAARULAIINKALE LTUSN1TAATIA

wlsuneduanusiunsaendeasauwma (Information
Security Policies)
ldusnsaanidfniidmunulovisausiunsasnse
asaunag msun1susratanavuaania iiduuleuie
nzvdeves fliuimsnand ulsueanuiuasaense
A1TAUNAFINTUNITUTLUIARAUUAATIA VB LTUTNS
AaR FasdenadasiusEiUAMLLETisan Ul AuAI Y

Tunwaeadeasauma Nilredeyauazninddudu q 104

B9ANT

wlgungdunsostayadiuyanavedliuinITAaIifesssy
dannungdiutennamsdyn seninEUseiianataya

dUUARAULARIRLALEITUINITAATIA

Version 1.0 | %191 1 910 21 wih




LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

TA59831999ANTATUANUNUAIUABANYFNTHUNA

(Organization of Information Security)

Hliusnismaniniitennaduazduiinnisudsunummvitg
LAYAIIUSURATOUAIUANLIUAIUA AN UENSAUNADENS
wigauiu glduinisnand, §usnisaana uash

Twusnsaneuen

ALAUSNIARIREN SRR U UNUATUNITANATOS
Joyaduyana iaUsratunuiuglduiniseanin
AliUsnseanninisudaliglduinisaaniinsiufienas
naglimansvesesinsiidudiveadiuiniseani wae
Uszineafigliusnisaansanunsadmiudeya dlduinis
ALY Laeiinnaniegiiaans (Geographic location)
dwiunslviusnisegingamnumuns uazdwmin
= v & < Y a

wuny3 Usznalve dsdunisiiusausan 16 Wawe
Uszulana Tutinsdrsesdeya/dayadiuynnaas
Wndunelusvenandnslvewiniy Vuudeldsuaay
a < oA 1% % ' &
sugauluagneduangaivautayadiuyanailuaie
(% ¢ ) o Y v ¥ ' o v '
anwaldnws wieludyymanldszyliednstaauudain

< Y A = °
nsinuTIvTn 14 Wawe Uszananasiuinisdisey/

v ]

o &
dayaduynraiintulusirsussmea

TA59831999ANTATUANNNUAIUABANYFTEUNA

(Organization of Information Security)

ldusnsrandinthivhdennastugliuinmsaand
Aenfumsudsunuimatifivasanusulnseusuaing
SunsUasnsfvansaundetaumnyan waziuduin
Hldusnismang annsavhtiuazanusuiinveuiidnass
1§ Foaszyunumuazanuiuinvousuanusiuaasnde

asaunavaaisaasireliludennas

Jlumsaandiinthiissyuas daniseuduiusiudon
nuiRgRumsatuayugniuasilsitunisguave sy
Tiusnmsrand waeiinthitssymisauiiieadestuns
ALunsTNiusEnIgluInsaaaLazgliunig

AAIA

gliusnmseanaivihissymbenuiineItesiunis
AunsTNiusEnIgldusnsaaduazgliusnig

ARNIN
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

N5V MINEINTUYEE (Human Resource Security)

gluinisnand fvthilairseumsewiindiuninasiung
Uaoasduansauna uagsunsAuAsestayaduynng
nsfnwuarnsiinousukAniney svliFuis
Fufumssuieafufeiunmsdansdeyavesdléuing

ARNIP LazTaUANtIINUSNISAaNIABEN NN EY Tne

Y

v
] =

Joyailenafidoyadidurnudusedliuinisaaniinsent

melddedniaane sudedninnungseideulunis

whdawagldnulag dlviuinismane

N159ANNSNSWIAU (Asset Management)

o HusmsmaniddniiiidnsiiyTnindauves
infrastructure (servers, storage, network
devices, Openstack components)

o  fwualveazESURATEUAMTUNINEAU
5¥9U infrastructure wag platform services

®  JaUTTLAVLAT TEAUAINEIAYUDINSNE AU
infrastructure W3BUMUUANINTAITINEIAIN
Uaendfefimuiza

®  FRUNU ARRNULAYONLAY inventory LAy
A0ULNNTLVNUVDINTNYINT

hardware/software Tuszuu GDCC Ty

® auasnwkasMIANINEAU infrastructure 9819

Uaansudlanunaignislday

N5V MINEINTUYEE (Human Resource Security)
glduiniseand fwhidinsonisdeludlulusunsuathg
ANUATENINg MIAnYY waznsnausudmSugInanis
35NUINITARIA HRUaTEUUUINITAATIA HUSENoUUINIg
AaNIR LarglduinIsAanIn saudiandnnulassudng
et

Fldusnisaanad dminfidalifilusunsunisadisniiy
nseviiniuanusiunsasadvasauma msdny uay

Y

N1IANBUTHALITUVUINITABIALAR UTITUARE IAN1TH

o

mMAugia TIU8MUILUTINA (Business Units)

N5IANTSNSWIAU (Asset Management)

o Jiuimsnandiimhiidavindrinindauues
fULRY (VMs, volumes, images, snapshots,
networks, floating IPs, applications)

o  fmualveazESURAYEUAMTUNINSAuUsDY
F1ENINTeUTTYTEAUANUAATY VDI UBYE

o davmuavyningdunazeyaniuseAuauay 1
public, internal, confidential, secret W

o yumuuaraunindaudilildeu (unused VMs,
old snapshots, orphaned volumes) 8814
e

o aufoyauarnindausdrsasasiodielilinuvie

duannslduiniseanin (secure deletion)
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

nsrvANnsiditisdayauazszuy (Access Control)

Muuakazsdulduleuisnmsnivauansnisitiiadeya
wazsruuigItesiunsliuinisaands lagdnianis

vaa v oA

WNDRNIZENLTNNANUSURATDU waziin1suuninkay

U

ASIABUNNTHUID90E UL EL

iledanismsiinfeuinnsnanndlaeglinuveslduins
A liusnisrandiinthidaesenileiduns
amezilyularnisenidnnisameidoud ¥ siuds
Formundmsunsldauiledumaiun glduins

ARIN

Aliusmseannsivthilvideyaiiedfiutunounsinnis
%’a;gamsmmaaummé’u (Secret Authentication
Information) vas{ldusnisaanan siudstuneulunis

Inassteyadsnandmiunisnsivaeuansyldu

HliuSmseanniintidnlvidduneunisiingseuued
Uaeadudmiutndle q nlduinisrandfeswedmiu

flinedneldnismunuvesgliuiniseanin

s
n1srIUANANENIdifsvesldeiu (Access Control)

YUA VST wagnumuavsn1sidifsloyauay sy uuves
dldunglussansliinungauiumiauiuiinyeu

wiaunsdesiunsidifdeglilasueuan

Y =%

wleuignisavaunsdndeesgliuinisaaniddmiunis
Tdusmsiaseviedesssydeimundmiugldnulunisdiia

UINSAANMIARIULARLUS NS 19U

JliuinsaandiinihiliinadansBusudnuiifieme
(9w Msgududnuuuunatetade) dmsunisnsiadeu
AvdvesauaszuuuInIIAaInves Jliusnmsaaiin Tl
mwannsalumsiansuinisrandfiaenadomiuai
Hoafiseld TnedieldFusiarinuluafausn fléaudes
Wagusarnulminud wasdeufuinetydvedldo

(Username) wasswaeinu (Password) Tidumainuau
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

ng)szilsuiiieatuainsnisaivaunsidisiadeya

(Cryptographic Controls)

gliusmsaanadmilid1esuieiu glduinisaana

'
a o a

WNeriuansnsauaunsiisiateyaiandunisines

Y

Tiusn1sAane weldlunismuniunisufiinudenna

ngviEng wag YedaRuiiieates

@

fliusmsaaadnihilideyaungliusnisaanidineaiu

e
U

masiai euntesdoyauazdoyadiuyana
Tfu3nisraniduszananauenani fluiniseaniddes
Tideyaunifldusnsmandiisafuanuansala g 7
Trsnsmandueulidsaunsatieglivinsaandluns
n1sidrsiadenan laedn1sdarinuuinianisinsva
(Cryptographic) a‘h‘m%’uQ”L%U%mmanﬁlﬁaﬁﬂﬂﬂmmw

Jumadenlunisussynald

AMNAUAIUABANBNIINIEANLAZEILINABY (Physical

and Environmental Security )

gluinmsnanndiivinfisnwauuasafenisnisnmues
data centers (physical security perimeter, access
control, surveillance) muqmmwﬁ"maﬂﬁyuﬁ data
centers pEITUVBUTURINY LazUuiin access logs

Falwdszvvatvayudisdu (fdses, ssuuuiy
91N, STUUAUINES, spuunTiaduaiv) Jesiudeanaiu
Nn1en1gn1n (fire, flood, earthquake, unauthorized
access, theft) Tufensv1ssinwgUnsaiuardssug

AnuazaIninsaultuLarnsaaulduUsyan

ng)szilsuiiigatuainsnisaIvaunsidisiadaya

(Cryptographic Controls)

gliusnmsmanaimihinsvaeuliiilainyavewnninis
muauMsitsiateyaildiunislduinisaannaenaies

Audennas ngvne uazseideutetaduiiieites

gliusmsnanainifilduasmsauaunsidisiadmsy
nslduinisszuuaanididanuudasaiome uas
aonAdoamuaIdssildszyly liiglduinseandvies
Wiusniseandazidud davininsnisauaunisid e

R GRUTAR

anusiuasUasafenianieninuazdawandau (Physical
and Environmental Security)
gliusmsrandiimihiiinunrdasademanienimues
okt nsed 7 191418955 UU GDCC (workstations, laptops,
mobile devices)
muaunsinfsgunsaiuazaniuiivinnuiiideyanse
credentials #1v§uiinie GDCC Yesdulailigunsalild
Wihdlessuvaymevisegnulue wags1enuiuiviniinugeg
Soaniiaogunaaiidlolaildan uaglifis credentials wie

@

ayad1Agyliuulfzyinau (clear desk policy) ud3N13

e

o =%

Wmaﬁauum%’aaﬂa (hard drives, USB, documents) 7131

=

o

ayadftyessUaandaiiiolildiu

Qe
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

n135nwrAlus uasUasadelunisa g uenu
(Operations Security)
e {liuinsmandiniuasufifnuduneuns
Anflunudifionarstaaudmsu infrastructure
e platform services
® y1n15UUT A event logs ¥IUF N5 GDCC
asaunqulassaisiiugulunsliuing (GDCC
Infrastructure)
Tngnmuadainiamsanfedmiu CSC vadaya event
logs RN BRIy 2}
GDCC Contact Center 02-024-1999
nm 0 Ansia Helpdesk (Tu-©1a1%i1n19)
na 1 Anste Technical Support (Aaen 24 Flaa)
nm 2 Anee Migration Support (1U4-11811711%)
N9 3 Finsio Training (Tu-11a1911119)
ne 4 fiesio Application Support (Tu-1281%11n19)
GDCC Email Address
AUgUIN13ToYa GDCC: Helpdesk@gdcc.go.th
usmsaduayumamaila: Support@gdec.go.th
Usnisafuayunsdnedeya: Migration@gdcc.go.th
USN199UTL: Training@gdcc.go.th
usmsatuayuleundiadu: Support_app@gdcc.go.th
® avnvdEuuazuNluYeslnl (vulnerabilities) Uas
infrastructure, hypervisors Wag platform
services agnsasAND
° ﬁﬂiaﬁay’a infrastructure configurations,
databases Way platform services 1uusyan
° muﬂmmiﬁmﬁymazmﬁ'ammm software Tu
3¥UV infrastructure H1UNT2UAUNTT change

management

nssnwanuduasasnfelunisadiueu (Operations
Security)
e JlduimsaaniaintndnviuasyiRnuduneu
nsaLiuudmsuTzuLLay applications U89
AULDY
o | Ualdnulazniivasy logs nelu VMs Lag
. . I3 o 1% < ° ¥
applications 1WuUsza7 WIDULNUA1T93V0YA logs

o w

dAny

® amguuazunlutesinives OS, applications
waz software melu VMs densiinga security
patches

° ﬁwaaa%’a;ﬂaﬁmmmﬂu VMs, volumes ay
applications mulewieiirvun wieunaaeuns
@y

° muqumiamﬁ% software uagn1stUAsuuUAg
syuunely VMs Wunseuiuns change
management

o Fndsuazimune security software (antivirus,
host-based firewall, monitoring agents) Aelu
VMs

®  uNULATIANIS capacity YemSnennsldnu
(VMs, storage, network) iedestunisldmuiu
126

® LYNANINLINABN development, testing LAz
production AN158319 VMs/networks wannse
14 projects weniu

o aufoyauaznindauililinuedwaonsi
(secure deletion) 53819 VMs, volumes,

snapshots iA@Y
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider) CSC (Cloud Service Customer)

® avvdeularUeiunIslanfnIg network Aae
firewalls, IDS/IPS Tusedu infrastructure

®  §an"3 capacity planning k&g monitoring 1ite s
sulatszuuiindnennsifisane

® LynanINLIAAeN development, testing Way

production TusgAu infrastructure
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

n1sAuAsasdayavaslduinig (Privacy Protection)

JalrdinnsnisUesiunisidnta nsld mslawme N3
wily viemshanedeyavedliusmslaglilasueuny s
sudasealiidnfedeyavesldusnig viuwanduluau

VBULIATINYVUEVI BRI

liusnseannivtilideyaunyldusnisaaiinieniu
o o= v - v & v o
nsundestiuiinteyansiuriauazdanulaegliuinig

AanRfnetesiunIslduINsAaIivesliuinseanin

nsinaNnuiuasUaanievaslaseaiisugunsesiu

v

Uaya (Infrastructure Security)

liusmseaniniinthiguannuduaslaensisvesgud
foya suueseris syuudniudoya uazunanvesy
wesyalawtu ielesiuanudsdionadmansenuse

HEURNARATERRE

nsiuunuazAuAsastaya (Data Classification)

MvuasEAuANd AyLarANTUveIlayaldusnig
AR UarMvuANInSNNSANATEYeYalingauiusysiy

ALY TIEaN1IAIUANNISIiNAwaznsidnudeya

wlgvwAunsasloyadIuyAnaraeEltuInIsAAIRLINITIEY
dornaniefiutennasmedyg sevisuszananateya

duyarauuAaIRRaEHLEUSMIARM

A15AIANANNNUAIUADNNVDITEUULAZ LB UNALATU

(Application Security)

AlEusnsranAIvi s TN IAAIIATNSIUAI
fupsUaandy WY NSMUURAIAINNUaDAN 8B
seUUUURn1S woundndu 1n3evie waznislesiudawis

D9M58ULeR Patch WagAISIANISTUDILNT
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U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

n1stuiinmanisal (Event Logging)
Jaldluesmsiiuiuiinfanssuiintulussuuaana
wioldlunsnsiaaeu AN wasfneuwmanisainu

@

anusiunsUasady aeldmnusuiiaveuvesliuims

Aas (CSP) dail

1. msUuiinuazdaiu Log
o Tuiinmmnisalfiddyluszuunanndesng

feLilos
o dafivteya log egsUaendbuasasudau
o Snwanuauysalvesdeya log lillvignudly
vseaulaslilasuougn

2. N15AMIPN Log MUAIYD LABANUAYDINISSUAT
vadoya log rutosmnaded
GDCC Contact Center 02-024-1999
N7 0 Anee Helpdesk (TU-1181911119)
na 1 finste Technical Support (Masn 24 F3la)
N9 2 Ffinsio Migration Support (T1-4381%11n19)
nM 3 Anee Training (3u-178117079)
N9 4 finsio Application Support (Tu-1181%11n13)
GDCC Email Address
AUgUIN13ToLA GDCC: Helpdesk@gdce.go.th
UsNsatiuayumamaila: Support@gdec.go.th
Usnmisafuayunsdnedeya: Migration@gdcc.go.th
U3N199UTH: Training@gdcc.go.th
UsNsEtuayuLaUNaAY:
Support_app@sdcc.go.th

3. dawSsunazdesutoya log muitfesveniely
seaza1finvun

4. wisaauzn1IAEUNISIR CSC N3

5. nssneAnulasaie
o haviadeyn log HeunzdaAuwarvnzdwey

o asnRdoUANSNSneuliuIMIteya log

n1stuiinmanisal (Event Logging)
FoliTnmsmaiutufinfanssufifntulussuunand
wieltlunisnsiaaou At uasamumgnisaid
anwsiunsasady meldmnusuiiaveuvesdlduinig
AANIF (CSO) il
1. glduinismanis amnsaniiunisve Log daumead
sudumeuns¥ose il
o darenudiua WEElusSMsAaIn (CSP) n
Fonaiifivue
o SyyTWwavidualudiua:
o Funaniideinistoua log (FuiliFus -
Fuiidugn)
o UszLAmuea log 7iFeanns (1u access
log, security log, system log)
o wualumsvedeya

v a

o UayaRnfondy
o 393UN1IMRUNGU INKIIUINISAATIA (CSP)
2. msdanuuazsnuanuUasasiy

o dafivdoya log Nldsuegaaonsie

£ v

o MuuAanENISINEUeYa log BEMINZAY
o auteya log egnsaenduilondwiuszezinan
Wivshwmuuleuny
VUYLV 1RWILUIN1T GDCC UU Openstack Platform
o dl¥uinisaunsainfauagnsivaey Log K1
Self-Service Portal
o 0l self-service portal @ wsulit CSC 1918
wazatlvantaya log MenLDS
o doya log fluandlu portal: doyadouvdsliiu
30 Ju lunsdifigesns daya log doundaiu
30 U Jldusmsaunsadenisdaweses Log
mufvenuvesiudvadaya log g

Trusnisniviuald
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

nsdrsasdaya (Information Backup)
Folvinsmsdnaenuazdniiudeyaddylilufiuen
savn e lanansadiudeyalsidofnmgnisallsl
AARA LU Toyagavne seuutaves visegnlauf
fuanaiufiaseuvesdliuiniseand (CSP) fail
o dredaydlasainsfiugunasinaniody vos
13113 GDCC (infrastructure wag platform
services)
o ﬁﬂiaﬂ‘ﬁau‘]a configuration U84 control plane,
databases, LLag services
o dnfutoyadisesedisasadeluaniuiiuen
#1aMN Wi
o davhuaznameuununisiauszuulunsdliin
AuUa
o $U394 RTO Uay RPO vasszuUmTifmusly

SLA

Asdnn1sYesluinumaiin (Management of
Technical Vulnerabilities)

e avdouLakiluteslivestasiaisiiugiu
uazlWaANasU U8IU3N1T GDCC Ly
infrastructure, hypervisors, Wag platform
services

o Fnda security patches lay updates @MU
szuulassadneiiuguedsashiase

e AamuUsznAvednd (vulnerability advisories)
PNHWAAUALYUYY OpenStack

e vA@oU patches nauthlUlFNUATY uazLs
MUUANIS maintenance 19 CSC M151Ua1MTN

o davihmeauanuznIsuAlgesiniazndy CSC
lefiveslmifinansznugs (critical

vulnerabilities)

nséhsasdaya (Information Backup)

1.

miﬁﬁaasﬁaaﬂamammad (Application & Data Layer)

'
a

Al CSC dasdhsasies

o dsastoyarianunnielu VMs, volumes,
databases Wway applications UBInULDY

o fAvunulouiemsdisestoya (i, stoziim
\iusnw, RPO/RTO)

. Lﬁaﬂiﬂﬁ%'miﬁﬁaq‘ﬁa;gaﬁmmsau (snapshots,
volume backups, application-level backups)

o dnfutoyadsesedisasady Whstatoya
gauln wazgmsiiudiunliuenszuu GDCC

o vndpUNIEUIUNSHAUTayaluUsES Ay Rt

LONANSTURDUNIAY

AsdnnTsYesluinumnaiin (Management of

Technical Vulnerabilities)

o AMIEDULATUNLUTOINNIVDY Operating systems,
applications wag software n1glu Tenant/VMs
YDIAULDY

T security patches Way updates @3y OS
uay applications 1Wulszdn

o 1diedasile vulnerability scanning tiensiadeu
29Il UTEUUTOIRNULDY

o MMUAUlBUIENITINNIT patches uayszaziIaTlU
nsuilegeddninuseiuaIuguLs

o Usvanunuiu CSP dlenutedwifienaifiertetu

infrastructure layer
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

anslunIwgdunaleysyn (Intellectual Property

Rights)

Jam licenses figniosnnungusnedmsy
software 7141y infrastructure wax platform
services

JalAd Windows Server licenses wuutgld
(License Mobility) g5y CSC figaanisTdfanu
auatinsld licenses iulumudonnasiugln

@5 (license compliance)

b

Au licenses Lo CSC BNANAILTUINITNGD
Augndya
wisdayauazioulunsldy licenses T CSC

Y151UDY19TALIU

Y £ o
n133aN1sanSn1dfeszAuges (Management of

Privileged Access Rights)

Jnn1suazaruANd’ privileged access AWy
Tnssadefiugiunazunaniedi ve9U313 GDCC
(infrastructure and platform services)
AmunuleuIenITEIY admin accounts way
privileged roles ¥833¥UU GDCC
mmuLLazmsaaaauﬁwéawsﬁﬁwzﬁuqqm‘ﬂu
Uszd sawdsenidnansiilisidu

Yuiin log n5lgeu privileged accounts ay
ATRaeURINTIUTIRNUNG
Srfndwuyransidanssedugauaslivan

least privilege

anslunIwgdunaleysyn (Intellectual Property Rights)

14 software licenses 91 CSP 3aunlisy

o

npUsgasALaySouluivuayintuy

€

AN licenses LB9dMTU software/applications
fRndafinAnn1ely Tenant/VMs (Wu database,
antivirus, applications 3u )

avdeuliuilaih software Fhinanlded
licenses figndfesuaglsiazfindvans

pawsUT licenses li191n CSP agAuaniile
BALANUINIUIOATUMMUAR YR

d9AU licenses warau software NbasUaIN CSP

Weduaanisldusms

Y < o
n133nn1sansn1dfeszAugs (Management of

Privileged Access Rights)

dmn13 privileged accounts Aelu Tenant/VMs
waz applications U9RULY (19U root,
administrator)

MruAUlguIenN15hEaIU admin/root accounts

g
< @

wag iR IUAEANSSEAUg

AsvEeukazUNILAVSNSdssAugadu

Uszdn snidndvdsidlelidndunsafioynains

a79en

Waldau audit logging dmsunisly privileged
[ o

accounts kagasI380U log kUuUsEan

T4van separation of duties Wag least privilege

Tunsusvansnelussuu
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

nsdnnsdayadudmunistuduiiny
(Management of Secret Authentication
Information of Users)
o fmunulsueAMUUaRAAEUBY passwords
d1115U OpenStack accounts (AM38717, A
Fudou, 91gnsldanu)
e NsWauardALAU passwords/credentials U4
5¥UUaE19UannaY (hashing with salt)
o Lilome passwords vasldulugiuy plain
text wazlldsihutomsiilidvasase
o nlviinaln password reset fivaensouay
ATIEURIAUle
. aﬁfuayumﬂ%mu multi-factor authentication

(MFA) @#5un1singassuy GDCC

v ¥ Y a
mstwnﬂagaLLazamwmmaawaeéﬂwsms (Data

and Tenant Isolation)

Aliusmseananiintidalidnsuendeyauasningns
vosylduinsuiar e taulusyiulassai g
wazunasvlesu ielesiumadndsloyaduiulag il

Sueunn

gliusmseanniivtilideyaunylduinisaaniniesiu
nsundestuiindeyanisiusiuuazdniulnegliuinig

AanAnetesiunIsldUINsAaInveslduinseandn

nsdnnsdayadudmiunistuduiinuy
(Management of Secret Authentication Information
of Users)
o MuualazUsAuldulaune password policy
melu VMs uag applications UBMULDY
o LAUShY passwords, AP| keys, certificates Wag
Foyadudu « eghaasnss laillilu code wie
configuration files
o Wb default passwords Vufindsinsaszuy
waziaeu passwords tuusedmuuleuns
o ldinsesilednnis passwords (password
manager) %39 secrets management tools
dmsuivdoyadu
o laiuw$ passwords/credentials uaziUdsuviufidie
yrannsiisteyaduaneenviedinisiudeuuiag

TeNENFWNU

nsusmsiamsdayanieluszuuvasnu (Data

Management)

dlEusnisranasuiinyeusedeya seuuUuRnTg
woundtu warn1saseneluanmLIngouAR1IRTIoY
MElAN1SAIUANYBINY FIANTETelayauAzNSNAY

v o

<
magamumwm%ﬂu

Hldusniseandanunsavedeyangliuinisaandiniigaiu
nsundestuiindeyanisrusiuuazdaiulnegliuinig

AaMAngtesiun1sldUINIsAaIRveldusnMsAanIn
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

anuduasUaannglun1saedns (Communications

Security)

fluinsnanddvifidnnisuasinuana
JaonAewae network infrastructure (switches,
routers, firewalls, load balancers) Ludwgn
network segments LLazmvﬂmmiL‘i’ﬁﬁﬁW’iN
networks A4 9 TuseAU infrastructure
sﬂﬁﬁmiﬂanﬁﬁﬂﬁﬁ’hﬁﬁamiﬁaaﬁisij
OpenStack components Wag management
interfaces (APIs, dashboards)
fliusmseandniinisdesiunislaiinig
network Tusgau infrastructure fe DDOS
protection, IDS/IPS Wazdnliiil VPN %39 secure
channels dw¥umsifensioling GDCC
management network FIINTNTINFOULAY
Yuiin network traffic logs Tusedu
infrastructure
liusmseannsnwanumenldeuuas
AM3L52B4 network connectivity #131 SLA
HliUSN3Aa1IRanLnE network isolation
d93U tenant networks (project networks)

Ypamay CSC

anudunsUaannelun1saedns (Communications

Security)

;ﬂ%u’%mmanﬁﬁwﬁwﬁﬁmumm security groups
uaz network ACLs Lﬁaﬂfmquﬂ’ﬁﬁfﬁd VMs uag
applications LLasﬁmiL%sﬁaﬁagaﬁﬁﬂmu
network g4 SSL/TLS, VPN wiSelusTnnaad
Uasasiudmiu applications U ports way
services Aldsndunieglu Vs iloaniiuilavi
(attack surface)

Aduimsaandiimhiutauen network zones
aelu project (U frontend, backend,
database networks) ANUAINUNUIZEL
pﬂ%’uﬁmiﬂanm‘ﬁmiam&gﬂLLazﬁmumm host-
based firewalls nnelu VMs Lﬁ'amw;umi?l'ami
YULAYV18BNATIVEDU network traffic Lay
connection logs nelu VMs iensiaduianssy
AAUNG 1 sviateyadiftynoudariu network
wazLiusnu encryption keys agsuasnsie
AlduIN1sAaTIAlide credentials, APl keys %30
Foyadurutesaitliivaonss (plain text

email, HTTP)
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider) CSC (Cloud Service Customer)
N133AM WAL wazdngednunssuy (System N33V WA wazdngednunseuu (System
Acquisition, Development and Maintenance) Acquisition, Development and Maintenance)

o rusnmsmanisduiiiidvuauasdeduld o Jusmsrandimhifusdeimuasueiy
Forunuadunnusiuasasasslunsdavuay ffunsaenssdmsu applications warszuudl
ﬁmmisw‘lmqa%ﬁqﬁugwmmLLwam\Ia%:u SN WAUMIDIANIUL GDCC
U3M13 GDCC o ypaeuATITuAtUaenfeves applications

o ypdeuATLTuAtaenfEYRITTUY (security testing, vulnerability assessment,
infrastructure nowihluldeuaswaymwasinig penetration testing) nauthluldnuads
WabuuvasEy ® LynanmuInGeu development, testing uag

®  LYNANNLINADY development, testing Lag production Tnely Tenant/VMs, networks 139
production Tusgav infrastructure ag19ALAU projects wgnAu

o muammﬂ?{ammaaizw infrastructure N1 o mvﬂmﬂﬂiLUﬁauLLUaﬁizUULLas applications H1u
A2UUNTT change management Fidunianis N3¥UIUNS change management \fietloiy

o dasrutoyanaasuiilva lnglilideyaasoves WaNIzNUme production
CSC luanmuanaey development/testing o lilddayassevieteyadiuymnaluanmuindes

o pydeusazdesiudedinifiinenn technical development/testing %3811 data masking fiou
vulnerabilities Tu infrastructure waz platform g
services ® siniun applications AUMAN secure coding

e  JaviuenansuszneuTruu (system practices LagnTId@0UTDILMI (code review,
documentation) wag security guidelines static analysis)
dmsu CSC ® JaN13 dependencies Way third-party libraries

®  yuvuLAzU3UUSe security baselines w3y pg1aUaensty nsaaeutedinazdmanidy
infrastructure Huusga Usgih

o

e dmienansusvnauszuuuazaiion1sidaudmsy
applications LaZIZUUNWMUN
® JURAu security guidelines Wag best practices

7 CSP davhAdlomunvisefndassuuuun GDCC
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

n133AN13EiUSN13A18Uen (Supplier Relationships)

{IAUTN15AATA dn1358YNITNITTNEIAINT UAS
Yaondvansaunaniigdated a5 uIn1Aadn ay
unlfidudiunilwestonnasseninadliuinisaanid

wagiliusnisanguen

gliiusnisaand Snsimuninguszasddiuaasiung
Uaeadarsaunauiy uin1sateuen wazveliy i
UinsMeuenuasTesluRINTIINITUSIIAIEe
iielussaingusasd Mdugqualiiliuinisugifnu
Fannasduanutuaslasaseuasdormunludyy
(SLA) damsanuseiilesvesuinislunsaligliuinnsmge

Trusnmsnsorinigim

HIUSN15Aa1IA AIUANNITIIIRITEULLALTRL YR
Tusn1sateuenifedd1u1U1395nen infrastructure
Fnwianuduvesteya CSC uaglilameligliuing

meuenlaglalisuangyn

n133aN13EiUIN13A18Uen (Supplier Relationships)

¥

Aldu3nismanad awnsaszylddn Jliuinisaanad Wy
Tusnmsneusnyszinnmilduulovisanusiunsaonss
asaumadmsuasdusAUlUI NI euen Faazae
anAuLd 897 1A BadeeiunsId A ez danisteya

gliusnismane ves gliusniseanin

liusmseanid awnsaduduunumuazanuiuiayeu
sueusiunsUasnssansaumaiAedeatuuimsaand
muesazdiadrdnisinfwesilvuinmsneuonlivig
Judu mamen least privilege ATIAOUUATNIUNIUNTS
UgtRnuvesliunsidudsedn itelviladngiFny
fonnas snidnufestivavimadnfwesdliuinsiuiide

v

Augedyyviseludndudeddnudnsiely

AlEusn1smad Inviusudsedlunsaligliusnisven
uimaviseinlym ieanusiaiiiasvesssiaves

HlduIn1smansies
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

N3UIMTIANSIMANMSalAIUAMUIILAIUAAf YRS

v

vaya (Incident Management)

Aliusnseanan dn1sivuanalndmsunesnumgnisel
AnuuAsUaenssasaumne JeyadiuynnavseTruy
YoIlduTNIIANIA sie HlEUINISAATIA Awalull

3 L4

- {lVUSN3ANIR T18UmMANTTE] LazuIuFeU

¢ A

Jlduinsaandiuiidleiamnnisaifienadmansznusie
SrUvaIAUNA TeyadiuynnarIoTEUUYRIliUINNT
e wienliiteyaseazideaiiedes

- fluinsnand Snvmdngiuiiieadestumgnisal
(evidence preservation) Wieldlunisnsieaeuuas
ALdunsnenguaemng

- fldusmsaand tleAamuaniusveamgnsalany
funsUaensuansauma JeyadiuyanaviossuuTes
Fldusnsrandfiseay

Tneglviuinisaana ddaamislunisiuudanansalfny
anusiuasUaaady WiensauiunaasuuUasiis
nansEnusanislduInITvelduinIsHuNIemg
il

GDCC Contact Center 02-024-1999

nm 0 Ansie Helpdesk (Tu-©1a1%i1n19)

na 1 finsle Technical Support (Masn 24 Falas)

nA 2 Anee Migration Support (1U4-11a1%11113)

N9 3 Finsio Training (Tu-11a1911019)

nn 4 finsio Application Support (1u-1281%11n19)
GDCC Email Address

AuGUIN15ToLa GDCC: Helpdesk@gdcc.go.th
usmsaduayumamaila: Support@gdec.go.th
Usnisauayumsdnevaya: Migration@gdcc.go.th
U3IN199UTU: Training@gdcc.go.th

usMsaduayuleUnalAty: Support_app@gdcc.go.th

N133184UAADUALBFBLANITAIAUANLUAS

Uaaafe (Incident Management & Reporting)

WA lUIN1sAaIRlaeviufdlewuviseasdeinfinmgnisal
AUANUNUAIUABANYTN1IAINANTENUABDSEUUA TAULNA
ToyadINUAAAYTETEULVDILITUINITANIA Larsuileriy

Aliuinisaandlumsduaiuiazuilumnnisalingtd

AlEUIN1IAATIA ansavedteyadan Hlviuin1sAanIn
WRendunalndmsy

- flduimsaand senummnisalasiuasasnsie
ansaume YoyadiuynnaveszuureliuinisnanInd
ayaanuserlviuIsAad Ussanunuuaslideyaidniu
uAglyiuinisrand Weifnmgnisaliifesnsaruiemde
21N infrastructure layer

- flFuinsnand Wesumenuiiumsnsaini
siunsUaenfuansaumna deyaduyanaviossuuves
gléusnsrandfinsanulnegliuinisaand

- fldu3msaand ileAamuaniuzveamgnisalaay
funsaeafoasaunaiinenu fnvmdnguiiieadesty
mqﬂﬁiﬁ (evidence preservation) dieldlunisasvasy
wazAndun1snianguunemng i

- fl¥U3nIAa1IA naeuLagiindouunusuamnnTaives

mgaudulsyan wianUszanuiugliusmseanin
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

N3UTMsANNGBLla Mg sRaduANluAIUaaAsY

#d198umeA (Information Security Aspects of

Business Continuity Management)

Hlvuinsaand dvihfideviuagnaaouusy
AusBLomIgIAtaEINLGALuIN oA
(BCP/DRP) @3 infrastructure Wag platform
services aBUsviiuA AL IAYHANTENY
N19557 (Business Impact Analysis - BIA)
AM3UTLUU infrastructure aesasiiawe
dnlndszuudses (redundancy) wagauniou
1%&11453& (high availability) d193u
infrastructure ax SLA fifvun

ﬁﬁaﬁaaﬂa infrastructure configurations uag
platform databases \ulszd wisuAulily
aonuiiuensinann (offsite backup)
wisligldusniseans nsudamtiAeaiy
AanssuftenvdsmansenuserumSeyldau
(planned maintenance, DR testing)
AUUALAZIUTDY Recovery Time Objective
(RTO) wag Recovery Point Objective (RPO)
#1115 infrastructure services
nadouLarindouuny BCP/DRP 1Wulszdiodha
foelay 1 A% wionmuyIuLarUSUU eI
wazUszanuugliuinisaana lunsaliinde
FdAvidoimmmsaindeasonldunu DR ielinis

AAuduluogrenuiu

N15UMIANINABLERININgIRARIUANTUAIAASY

#d198umA (Information Security Aspects of Business

Continuity Management)

AlEUIN1sAaNIR Anthidnviusuausieliamis
ganauazuNuUnAuINAeN TR MU applications

LAYISYUUNSURATEUUY GDCC SaudeUseiliuany

'
a

\BgauazNansynUNgIRaveITEUULas TayaT
dAgUeIniieau nisuiuaainuAudE Ayl
nsAY

AlduInIsAaTg eeniuuszuulianunseuld
nugalagldniuanunsaves GDCC (multiple
Tenant/VMs, load balancers, auto-scaling)
drsostoyariavmanislu VMs, volumes uay
applications muleveiirvun wieunaaeuns
Aruduused

fivua RTO Wag RPO fmangaudmiuusag
sruvnukazadumsiiussasdmnedanan
ivdwdeyadifeyluenszuu GDCC (offsite
backup) vielufiudiuensnamn
FovionanstumeunsdfuszuuessanBenuay
Andauuwuu BCP/DRP Aufinaududsza
Uszanunudugliuinisaand wleviarundile
RTO/RPO %81 infrastructure WagI1aUHUNSAAY
Iiaenndaariu

WA lviusNIsAaNIR aamtvnngeenmedey

Wit DR visafeenisanudiewietun1siaussuy
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

nsujiRnsnguaneuasunsguiineddes (Legal &

Compliance)

flvuinsaansduihfiduiumsliviaenadesiungmne
suifou uazsnaspusuasiunsaonivansaumed
\Rerdes Tufsatuayumannaussdufuaiuiueg
Uaensunutennasiitmualy
gliuinisaandiinsiivualidnismuniu/aeuniu
swmsngumnefiisadestuesdinsedraiosdag 1 ads
swfamsiidvgualifinisujuRauasnadeadud

NOUINEATUA

nsujiRnunguansuazuleusiineadas (Legal &

Compliance)

liusnmsmanaiimihnudfaunganeg seideu uay
WleUEAUANLLUAIUADAN U TAUMALAZNTANATE
Jayaningives 1w NmneANATOUBYadILYARG WAy

Ylgurgneluedasnns

Aldusnisranangliusnisraniafinnsanysziuion
ngvinauazdetiduiifedeseradungruneveaangiung
AafinUANELUSNIAaNIR UenwiteanngrunefaIuay

gldusnismane
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

ANSNUNIUAIUNITSNWIAUNUAIUADANBEITHUWNA
28191 Judds2 (Independent Review of Information

Security)

v A

{liusnisaanaaduinilindngiuiiduenaisun
gliusnismandiieduduteisenioses gluinisaania
TumsihaesnisauanaiupsUaendgasaumnaLag

nsAuAsestoyadIuyanalUly

lunsalfinsnsraeulaggldusnisaaidudassensly
anunsansevinlanieenaiuaudssduaudua
Uaoaduansaumela ] liusnsnaInfesuansvangIud
@ a oA o a va o a v o

Wudaseidinisunlvddfuagaiiunisaiuaiuiueg
UaniuasaunaLaznNIsA ATt oy ad YA AAAIY

Wlgueuaztunouvelviuinisaadn

wall gliusmseaniainiiuansmangiuaana1iliiugy

1 [ Y a & 1 v o [ a
A1nd1azidu Jldusnisaanidnewdvindyan Ineund
WAIN1INTIARUBATEMA BRI T UTN15AA1IR
vien asiduisnisiduf veusuiii enauausinIy
A4N304 {lFUINIAATIA Tun1sATIvaeuNIIATLIIY
¥89 JIUIN13Aa1Id vindanulusdaiisane enis

A2 a ' ° Y v a ¢ v

nyvaaeulidudasylianunsavinla dliusnisrand fes
$IN15USEIUAULDY WAz UALKENTEUIUNITHATHAGNSAD

flduInismang

ANSNUNIUAIUNITSNEIAUNUAIUADANEETHUWNA
28191 Judds52 (Independent Review of Information

Security)

dldusnismandaunsavendngruiiiuenaisinfinisi

INTNITAIVANLAZRUININU TR UNITTNBIAINTUAS

a wa a

Uaenduasaumadmsuuini1snaIn lUufun wazdiaau

£
v [ '

donASEINUTINIAUSNITAAIANATIBNE 9T HaNgIUAINET

£l

9197WAINTTUTOWINTFIUMALITD 968

dliusnisrandanunsavendngIuIgiuInIsAaIale
U URnwngszidevuazinasguminettesiugliuinig
Aa1 Inendnguiananieralunsiusesfidnvinlaey

MIIFBUNNYUDN
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LANAENTHYLNT

U3n15 GDCC (Government Data Center and Cloud Service)

CSP (Cloud Service Provider)

CSC (Cloud Service Customer)

nsaufaisAndmiunsunlesdayadiuyaaaly

Public Cloud (Public Cloud PII Processor Extended

Control Set for PIl Protection)

Aliusnseanidlithdeyadiuyana (PI) vos
csc Wldiomsnaavielavantnglailésy
ANUEUYRNDE TR

glusnsnaniduddlst CSC nouiRefuaniud
LﬁU‘fJ’EJ;{JJﬁ (data location) kazn1sly sub-
processors Meuenmeuduliuinviedied
nsiasuuuag
Aliusmseanindnlvdnalndmiu CsC lums
Auntoaudeyadiuyanaidiofuganisliuinig
vidonuisose

gluinsnandudadiou CSC sufideiin
wmansainsiinavesdeyaduyana (I
breach) wieslviseazideniisndudmiuns
Anlung

Aliusmsranniidemdlid CSC ananse
M333a8U (audit) MIUJUAMLLINTNSANATEN
PIl tiU51897U third-party audit %50
certification
AliUSMIRaIRkendayauasnineINSvewsay
CSC ag19%ALaunI8 multi-tenancy isolation
iletaafunsitrdisioyasening tenants
glvuinsaandfmusliyaainsiidnds Pil ag
wiludennassneninudu (NDA) wazldsunis
BUIHAUNITANATEIYRYAd YRR U TR Y
ngvewaz e muamuUNMIALATeIayadI
qﬂﬂaﬁﬁm%’aa (PDPA, GDPR 1a%) iiie

Uszanawa Pil lug1ug processor

nsauaaisdndmiunmsuniesdayaduyanaly

Public Cloud (Public Cloud PII Processor Extended

Control Set for PIl Protection)
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4. 3199anguvane ulguny wazuInsgIuNngItas

4.1 ulgvrguazngmanegilieatiasiy Cloud First Policy

a.1.1.  uleune Cloud First Policy 9830133 tlunumsiinassimuslimissnuiansunlduinismanndiy
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4.2 1/76»75§7uavnaﬁzf’7’£/7°z7’aaﬁ’uu?n75@@77&5’ (Private Cloud)

4.2.1. ISO/IEC 27001 - Information Security Management System (ISMS)
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4.2.2.  I1SO/IEC 27017 — Code of Practice for Information Security Controls for Cloud Services
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423, ISO/IEC 27701 - Privacy Information Management System (PIMS)
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4.2.4. ISO/IEC 20000-1 — IT Service Management System (ITSMS)
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