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1. ASISUANYNITIIUIEUU VRealize Automation

Tunsiwilwanuszuy vRealize Automation wlyuinisazneusieuveyasisil
- Username wa¢ Password nlgaussuy VPN

- uWpUNALATY RSA SecurelD Authenticate N1¥11n115AAG LU Smartphone 138U588

a7 (@unsaanaulnantadl App Store waw Goosle Play Store)

RSA SecurlD
RSA RSA SecurlD RSA

° Authenticate
7 Authenticate S : |

Fu

1.1. n1910alY91UTEUY 2-Factor Authentication UNLBUNELATY RSA SecurelD

Authenticate

Wevihnsanulvanuoundiady RSA SecurelD Authenticate 1I38UTBELAY TWViNNNS
Register nawlagvinnisnsenveyalmieuses aglu Orsanization ID Tuvinnnsladenuisaudu “gdcc”
Tuauwes Email Address uag Registration Code TuvinnisnsendiuauaysianIunlusauuussuy VPN

densenaSaluna Submit 91nTusUTUIEAY Successful Registration 1uduasadu

< Add Credential

Registration Code or URL
Email Address

Organization ID
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1.2. N5 Login w1l¥91U vRealize Automation

Wevinnsidalyeuseuu 2-Factor Authentication [S8usagwal tuvinn1s Login

# https://mycloud.gdcc.onde.go.th A8 Username wainumig Password AU ULsEUU VPN

Click here if this is not your name

vimware
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https://mycloud.gdcc.onde.go.th/

nduszuvazlnden Option luns Authenticate wnfiuma 1 azidunisiuidenidie

BufuuU Smartphone MANNNLAY 2 agidunslunsen Code Authenticate

SECURID® ACCESS

Sign-In Request

VIDMO3

DIUS

Click here if this is not your name

vmware

Option 7 1 agidunmslmdeniiteduduuu Smartphone

SECURID" ACCESS

Pull down to check for authentication

gdcc

33743591

b

Click here if this is not your name

vmware

Option # 2 azidunisiunsen Code Authenticate
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Wanawalagnuiunun Cloud Service Console T1yNn1sAany Service Broker

B Cloud Services Consale x 4+ ~ = >

< G @ mycloud.gdecondego.th/csp/gateway/portal/#/consumer aw o * 8@ :

vmw VvRealize Automation - Cloud Services Console

My Services

[ service Broker

WaadnuEs Service Broker agnununun Catalog ltems 9159U59M8 Template

55UUUURNIT wae Service 1998913 VRealize Automation ATIWUINISVINLA

vmw VRealize Automation - Service Broker

Catalog

My Resource Usage ~
O VMs Count O CPU Count O Storage (GB) O Memory (GB)

Sort:  Name (ascending) C

Catalog Items Germermn)
<8<> CentOS75_GPT-ba <8<> Debian_10.7_GPT-b <8<> 05 Selection Temp. <8<> RHEL 7.5-b <8<> Template Select O
VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates

Projects Test-Backup Projects: Test-Backu Projects: Test-Backup Projects Test-Backup Projects: Test-Backup

REGUEST BEGUEST REGUES REGUEST REQUES

<8<> test-BP-w19-v2 <8<> Ubuntul604-b <8<> Ubuntul804-b <8<> Ubuntu2004-b <8<> Ubuntu2004-b-New

VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates
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1.3. M9d919 VM wagn1s Customize VM
FegniEnsase VM flaszuuuifinis Windows Server 2019 Tngiduauluyiinis

\dan OS Selection Template 9Mn1uUnNA Request

e, to customize your experience, and for other purpases set out in our Privacy Notice (7. Some of this data is collected using cookies and similar tracking technologies. To leam

COOKIE USAGE [

vmw VRealize Automation - Service Broker

Catalog

My Resource Usage ~
O VMs Count O CPU Count O Storage (GB) O Memory (GB)

Catalog Items Genmermn) ¢

Sort:  Name (ascending) &

CentOS75_GPT-ba.. Debian_10.7_GPT-b OS Selection Temp.. RHEL 7.5-b Template Select O...
& & & & & I
VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates VMware Cloud Templates

Projects Test-Backup Projects: Test-Backup Projects: Test-Backuf Projects Test-Backup Projects: Test-Backup

REGUEST REGUEST REGUEST REQUEST

test-BP-w19-v2 Ubuntul604-b Ubuntul804-b Ubuntu2004-b Ubuntu2004-b-New
& & & & &

VMware Cloud Templates VMware Cloud Templates VMware Cloud Template: VMware Cloud Templates VMware Cloud Templates

ndulurinisded e VM Iniseusey anndulunau Selected Image OS Version

Tnidon OS Nagyinsinde walvininismnun CPU wag Memory Walsuuses Tuiinisna Submit

(@ We collect data to deliver, analyze and improve the service, to customize your experience. and for other purposes set out in our Privacy Notice (3. Some of this data is collected using cookies and similar tracking technologies. To leam
mare or disable certain cookies, see our Cookie Usage page

COOKIE USAGE (7 ~

vmw Service Broker

Catalog ~ Resources

New Request
(8() OS Selection Template  Version 1 ~
Project * Test-Backup

Deployment Name *

Selected Image OS ©
Version * A
Windows 2012 5TD.

Cpu Count [wincows 2019 51D ®©
!

Linux RedHat 7.5

Total Memory GB Linux Debian 10.7

Linux Ubuntu 16.04

Linux Ubuntu 18.04

Linux Ubuntu 20.04

SUBMIT CANCEL

Daily Price Estimate 0.00

CALCULATE
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impron
our Cookie

and for other purp

vRealize Automation - Service Broker

y Notice [7. Some of this dat.

is collected using cookies and similar tracking technologies. To leam

Cataleg

New Reguest

@0 OS Selection Template  Versien 1 «
Project * Test-Backup

Wini9-testum

Deployment Name *

Selected Image OS ‘Windows 2019 STD @

Version *

Cpu Count 2 @)

Total Memory GB 4 ®

SUBMIT CANCEL

Daily Price Estimate

CALCULATE

0.00

seuuagllaaluns Create VM dnp3 Inseaunseiaiuvendnuin Create Successful

Wudunseauleau Fzanuisasulyau VM e Iaevinnisednluide VM Nasietuun

experience, and for other purpose

vmw Service Broker

Some of this data i sokies and similar trackir

OKIE USAGE (7

Resources Ar ]
«
Deployments Goemes) «
& Deployments
@ Resources v
> | i1 & winig-testum mixtest

All Resources

(@ We collect data to deliver, analyze and improve the service, to customize your experience, and for other purposes set out in our Privacy Notice

more or disable certain cookies, see our Cookie Usage page

vmw Service Broker

7. Some of this data is collected using cookies and similar tracking technologies. To learn

Q @ B C
Praject Status. Expires an Price Created on -
Test-Backup —()  Never a few seconds age

COOKIE USAGE (7

Resources

ACTIONS v

€ & Win19-testUM

& Deployments

Health Unknow Owner
@ Resources v No descriptior Requestor
Project

Al Resources Cloud Template

Virtual Machines

Expires on
Last updated
Created on

sion: 1

HIDE SUMMARY
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1.3.1. n13@unuleam VM
lovhnisanaindamiun VM fiinnsasauasaiieuses suuazuaniueils VM n19n1y
geile luvhmsaanlufl Cloud vSphere Machine 1 Fuilondnuaslunaunueazuanseasiden
A9 9 209 VM Fiinsasatuan Tneidleass Expand Tuave General aznusieasidenves Resource

Name, Status VM %58 IP Address ¥83 VM

@ Cloud Assembly X  +

&~ C @& mycloud.gdec.onde.ge.th/automation-ui/#/deployment-ui:ash=%2Fdeployment%2Fb887dbed-3c61-4684-a35a-693f6c22254d Q B ¥ -] = ° :

wvmw vRealize Automation - Cloud Assembly

Deployments ~ Design  Infrastructure  Extensibiity ~ Tenant Management  Marketplace

(80 Win19-UM  (Creceseus comrsiceesii)  acmons~ | ¢

Health Good @ Requestor yanakorn Expires on Never
Win19-UM Project System-Admin-Test Last updated Dec 7,202
Cloud Template  Windows 2019 STD-SG 4. Created on Nov 11 2021, 5:51:35 PM

HIDE SUMMARY 21

Topology  History  Price  Monito
AV deE A @ Q. P
Cloud_vSphere_Machine_1 acmions~
~  General
Resource name System-Admin-Test-6409
Account / Region (5 nbiwDvcO1.gdcc local/nbi-w01-dcO1
Status [>On
O TR oLl ) Mengo-0B O™ okl e () orcie08 Address e
Compute host nbi-w01-cl04
ok M [oF o} =
~ Storage
4 13 4 L3

INaeN Expand Tusiive Network g aznuiusiwasiden IP Address ¥99,A383 VM
Ta IP Address 8 uwsnazsifu IP Private 7 ¥n15 NAT WUy Many (Private IP) to one (Public IP)
auduiansaziiu Network GIN uazduanmeazitu Network MPLS

@ Service Broker x [ VMware Cloud Services x| + ~ ®

& C & mycloud.gdec.onde.go.th/catalog/#/deployment/b887dbed-3c61-4684-a35a-693f6c22254d ae#x *nTQ

vmw vRealize Automation - Service Broker

Catalog  Deployments  Approvals

(80 Win19-UM (eommsn) acnonsw | G

Health Good @ Requestor Expiras on

WiRI9-UM Project Last updated
Cloud Template W Created on

HIDE SUMMARY &

Topology ~ History  Price  Monitor
Ao mee o= | [A] 9 »
g o= % @ Q9
> Storage
|v Network I
Assignment

Index Name Address Type

1 . stati
- o - — - - - . 169.25434 gynamic

) HTTE O mer ) Menge0B ) mssoLDe ) MysoLDE QwE () OreceDa

. . P o L1 169 204179 dynamic

Q= L o= © syskg () renet 2 coud_voume. " g Cloudvspher v

> Custom properties
a4 » -



Suaunslenuases VM Tuvinnnsadnluél Cloud vSphere Machine 1 uaaiden

Actions 3ntlMmasN7 Connect to Remote

B Service Broker x 4+

<« C 8 mycoud.gdcconde.goith/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b a & * 8 Q

vmw vRealize Automation - Service Broker

Catalog  Deployments  Approvals

& WIin19-UM  (eeesen

No description Requestor Expires on Never
Praject Last updated Nov 5, 2021, 242:40 PM
Cloud Template Wi Created on Nov 5, 2021, 231:49 PM
HIDE SUMMARY &
Topology ~ History
- = & '@ Q ”»
Cloud_vSphere_Machine_1 acmions -
© Coud_Networ v General
© Coud_Net dc
@ Cloud_Net
Cloud_vSphere_Machine_1 (Cloud.vSphere Machine)
> Storage
> Network
8 Service Broker x  + ~ - X
<« C & mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b Q i v 8 = o H

wvmw vRealize Automation - Service Broker

Catalog  Deployments A
& Win19-UM (&= ) | ¢
No description Requestor Expires on Never
Project Last updated . 2021, 2:49:40 PM
Cloud Template W Created on Naw 5, 2021, 2:31:49 FM
HIDE SUMMARY A&
Topology  History
vimgs mao@a »
Cloud_vSphere_Machine_1 I.-.:ncn:ul
@ Ooud Networ.  — e v General Chan, 5
Res: Ce name = ytaTe
© conel Delete +de01
_ Power Off
Status
Reboot
© coue et Reser
Resize

B Clous_vSpher

CLOSE

> Storage

»  Network

Resize Boot Disk

Shutdown

1319¥11N15 Connect 1169 Remote Console wa1 S¥UUALTUVINISAUASH AN UL

Faswaunlyanues 0enswsnAe “P@ssword” Ty vn15uUd suswan1uluy vfusuasadu

(ns@d Template Aluly Windows Username 3unulula “root” miumissialunlgeuin3nemsansn)
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@ Service Broker

(¢]

a % *»@ :

[English [ Send Ctri+Alt+Del || Send Ctrl+C || Toggle Full Screen
P 1 ursor from the gues

Administrator

The user's password must be changed before signing in.

@ Service Broker x @ VMware Cloud Services x  + v = X
C @& mycloud.gdcc.onde.go.th/provisioning-ui/#/machines/remote 30d7247 a % * 8@ :

[English ][ Send Ctri+Alt+Del |[ Send Ctri+C | Toggle Full Screen

Create a password reset disk
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WevhmsmvuasiaduseusesazUsingniteausagy

Administrator

Your password has been changed.

1.3.2. M5USUNSNEINs VM

Twinisaanlui Cloud_vSphere Machine 1 Ul Actions antiuden Resize

B0 service Broker x @ VMware Cloud Services x| +

<« C & mycloud.gdec.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b aQ # %

wmw vRealize Automation - Service Broker

Deployments

& Win19-UM s ) acmons | <
He Good @ Requestor Expires on
Project Last updated

Crested on

Cloud Template

HIDE SUMMARY &

Topology ~ History  Monitor

¥
11l
E|
I
jo)
~

Cloud_Networ.. — o

1)

& Cloud_Networ.

& Cloud_Networ.

> Network

CLOSE
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TuynsuSunsnenns VM snuivulsanuninus teaseusegluyinnisng Submit

@ Service Broker x @@ VMware Cloud Services x| +

&« c @ mycloud.gdcc.onde.go.th/catalog/#/deployment/20d36aab-dd4f-4523-90e6-5963fd76a76b

Resize

cPU

Memory

Reboot Machine

SUBMIT

[

szuvagluandnag nseaunseisluveninu Resize Successful iusuiasadu

@ service Broker x @) VMware Cloud Services x| +

&« (& & mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b

vmw vRealize Automation - Service Broker

Catalog  Deployments

&> Win19-UM

Health Good @ Reguestor Expires an
No description Project

Last updated 2021, 3:43:28 PM

Nov 5, 2021, 2:31:49 PM

Cloud Template

Created on

HIDE SUMMARY A
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1.3.3. nMsv818 Disk

12

Thmsaanlui Cloud vSphere Machine 1 'lUfi Actions uatien Resize Boot Disk

(80 Win19-UM Gemsmm) acrons- | o
Health Good @ Requestor
Project
Cloud Template Wi

Expiras on Never
Last updated N 21, 3:43:28 PM
Created on Nov 5, 2021, 2:31:49 PM

HIDE SUMMARY &

Topology History Menitor

Hxe& e ?

<
%
Ml

Cloud_vSphere_Machine_1
Create Snapshot -
© Coud_Networ.  — o .
Res¢ - 5913

"™ suspend
|@Coﬂ)£:ﬂel. I > Stor -

> Network

Tuyinisveneauns Disk muinedns Wassuseglung Submit

B Senvice Broker x + v X

< G @ mycloud.gdecondego.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963d76a76b a % +* 8 Q

Resize Boot Disk

szuvaglynatdnag seaunseisluueaIu Resize Boot Disk Successful iuduasadu

B Service Broker x @ VMware Cloud Services x| + v X

& C @ mycloudgdcc.onde go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963d 76a76b ax +*»n =@ :

vmw vRealize Automation - Service Broker

Catslog  Deployments

& Win19-UM

Health Good @ Requestor Expires on Mever

No description Project Last updated Nov 5, 2021, 358113 PM
Cloud Template | Created on MNov 5, 2021, 23149 PM

HIDE SUMMARY A

28A2558 7 N siiuvune Disk wal agluanunsaanvuin Disk la
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1.3.4. A154Y Disk
Tnsinsaanlui Cloud vSphere Machine 1 Ividen Actions waatden Add Disk

WBYINNISANNRUAYUINYBY Second Disk

™ Win2019-UM - Cloud Assembly X =+

<« C @ mydoudgdccondego.th

vmw vRealize Automation - Cloud Assembly

Design:  intrastructure xtensiplity  Alert

€ & Win2019-UM (s

Cloud Template S n Template Test &

¥
§
(]
I
o
o

W% Win2019-UM - Cloud Assembly X =+
“ C @& mydoud.gdccondego.th

vmw vRealize Automation - Cloud Assembly

Add Disk

Size(GB) *

scsiControlier

Unit Number

Use VM Folder

Encrypted

Persistont

Constraint tags
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sruvaglaniatdnag Tnseaunsealuvend1u Add Disk Successful )uduiasadu

411150M533VYAVE4 Disk 111113 Add wiulalauni1sadnit Name Disk Aivinsasiell deasdsang

a > A v
i’]EJﬂ%L’eJEJGW]'NW]u‘U’J’HJ@@QE‘U

19235838 MdInAmuUnA Capacity 94 Disk I3ausasual azluanunsaanuunves Disk la

1.3.5. AT Snapshot

Tnyin1sadnlufl Cloud vSphere Machine 1 Tniden Actions a1ntiuLlden Create

Snapshot
8 Service Broker x 4+ v - X
<« C & mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b Q w8 = ° H

wvmw vRealize Automation - Service Broker

Catalog Deployments

&> Win19-UM

Heal Good @ Requestor Expires on
Project Last updated

Created on

Cloud Template

HIDE SUMMARY

Topology ~ History  Price  Monito
Q starth resdurces AV RE B @ QP
Cloud_vSphere_Machine_1| acmions «

& Close_Netwo ~ General h rity Gro
Re: me

@ Cloud_Networ o
Statu!

@ Cloug_Networ Address

{1 Cloud_vSpher > Storage

> Network

CLOSE
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Tuvinns@ste Snapshot wWelseusesuad Tuviinisna Submit

@ Service Broker X +

& Cc & mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b

Create Snapshot

Snapshot Name Snapshot-1
Snapshot Description

Memory Snapshot

szuvagluandneg Inseaunsensuveniny Create Snapshot Successful Wluduiasadu

B8 Service Broker x 4+

- X
< c

& mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd76a76b a i * n = o H

wvmw vRealize Automation - Service Broker

Catslog  Deployments  Approvals

(20 Win19-UM | (st )| scnions -

Heal Good @ Requestor Expires an
No deseription Project

Last updated 2021, 1:59:08 PM

5. 2021, 2:31.49 PM

Cloud Template

Created on N

&

HIDE SUMMARY A
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v A ° v Vv
1.3.6. 731997 Snapshot Aviinsasela

Tnvinnsadnlufl Cloud vSphere Machine 1 lmidan Actions aaniiuiden Revert To

Snapshot

B senice Broker x 4+ Y = by
< C & mycloud.gdcc.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd 76a76b aQ ¥ v N = o H

wvmw vRealize Automation - Service Broker

Catalog Deployments A

& WiIn19-UM  (Feesmmmsmsimesnn) acrons.

Health Good @ Requestor mixtest Expires on Never

N Project Last updated Nov 7, 2021, 11:59:08 PM
Cloud Template Wi Created on Nov 5, 2021, 2:3149 PM

HIDE SUMMARY A

Topology History Price Monito

<
¥
1l

B @ e ”

Cloud_vSphere_Machine_1
REBOOT
& Cloud_Networ — voGen oo
Rest ) 5313

& Cloud_Networ..

& Cloud_Networ... Add

‘ (B Cloud_vSpher. ‘ > Stor

Tuviin1siden Snapshot N1999n153% Revert anuuluvinnisadn Next wagyitn1s Submit

Cloud_vSphere_Machine_1  Revert To Snapshot

1 Revert To Snapshot
Select Snapsnot Snapshot-] (

descriptio

CANCEL NEXT

Ailonnsluay vRealize Automation dm3uglyu3nis GDCC Self-Service Portal version 3
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wuuwimamﬁ'ﬂﬂz T 599uUnT2 9199 UV OA21U Revert To Snapshot Successful

uduadedy
B Service Broker x + = s
< C & mycloud.gdec.onde.go.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-59631d76a76b a % * » =@

Cloud_vSphere_Machine_1  Confirmation

1 Revert To Snapshot

2 Confirmation

PREVIOUS SUBMIT

BB Service Broker x 4+ = x

< C & mycloud.gdcc.ondego.th/catalog/#/deployment/20d96aab-dd4f-452a-90e6-5963fd 76a76b a -] = 0 H

vmw vRealize Automation - Service Broker

Catalog Deployments Approvals

&> Win19-UM

Health Good @@ Requestor Expires on Never

No description Project Last updated Nov 8, 2021, 12:06:30 AM
Cloud Template W Created on Nov 5, 2021, 2.31.49 PM

HIDE SUMMARY A

YDINNAVDITLUU

1. N15%1 Snapshot fasguvarmuualifl 4 AsIne 1 VM wan1e GDCC wurdlu Snapshot

TaAiu 3 A33 1NY1IN1T Snapshot LAy 3 Version azvinln VM uanunse Backup o

2. mevedninvessyuu lumisiiu Snapshot Taiiu 14 Ju waiuni1dy m19 GDCC 2gviing

LANADULAZVDANIUAVENTIUNTITAU Snapshot AINaIIVILH

Ailonnsluay vRealize Automation dm3uglyu3nis GDCC Self-Service Portal version 3
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1.3.7. n13fivuA Network wag Security Group

[
a o

Network aeluseuu GDCC Portal agdvianua 3 wuu lélml
1. Internet a4an IP Private 29 100.xx.x/26¢ wazazaansaidounsluds Intemet aneuenme
38715 NAT WUy Many (Private IP) to One (Public IP) n1nn 897151915 15 U5 1197 1597u Internet
NN UBN mmim%ﬁﬁzwﬁagmﬂu GDCC Portal I 19y Webserver aznasanludann Static IP
Tu VM 9auita1Ud sululey Interet ma838n15 NAT WUy One (Private) to One (Public) A1A1519
Mapping Private IP fu Public IP #in1s GDCC washilumewdalaudnisszuy

'uaqatﬁmﬁu Private 29 100.x.x.x/24 @11158 Communicate fun1ely Subnet 1o
2. Network GIN (Government Information Network) #1109 839n15:%911 Network GIN 20 84
wnlAnaun1sAeAn Static IP GIN ainat IP 1 GDCC washluneudalyusnisssuuuasmnaadia Routing

34 GIN Wy VM vaslauing

3. Network MPLS agmaein1sinseun1siouna Link MPLS dananiliuazuasvayaly GDCC

NIIVANAUINBUNNTLTU

$eenan1svia NAT wuu Many (Private IP) to One (Public IP)

PC Trust  Untrust Server
100.x.X.X/24 8888
e — \ Il —
C‘— Ss @7[‘
| 100.xxx/24 8.8.8.8:80 } 202.x.%.%/32 8.8.8.8:80
Src-IP-Addr DstIP-Addr

f:jﬁamﬂﬁzmu vRealize Automation ﬁ?%%UQI%U%ﬂWi GDCC Self-Service Portal version 3
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Fe819n159%1 NAT LWuY One (Private) to One (Public)

PC Trust  Untrust Server
100.x.x.%/32 88838
‘ 100..x.%/32 8.8.8.8:80 b 202..x.x/32 8.8.8.8:80
Src-P-Addr Dst-IP-Addr
8.8.8.8:80 100.x.x.%/32 ‘ 8.8.8.8:80 202.x.x.x/32
SrcP-Addr DstP-Addr

1.3.7.1. Security Group A&lussuu GDCC Portal

GDCC VMware Portal Diagram

Anti DDoS

Web Application
Firewall

—
=I”I Firewall Gateway

g
Virtual Machine ‘
A
1/
="” e Virtual Router

Virtual Flrewall
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21n3Uaziu NetFlow Diagram w999173 GDCC Portal Tngi3umu Network lu Virtual Machine
18 ounaluss Virtual Firewall @ Security Group filariuualaluusag Network azeguu Virtual
Firewall ﬁj ﬁ]”lﬂﬂ’ju Network az1iaunelUss Firewall Gateway LLET’;aaﬂQII Internet &+ Security Group
ﬁa&ﬂu Virtual Firewall 93Usznaulane Service faii

DNS, FTP, HTTP, HTTPS, IMAP, Mongo-DB, MSSQL-DB, MySQL-DB, NTP, Oracle-DB, POP3,
PostereSQL-DB, RDP, SFTP, SMTP, SSH, Syslog iag Telnet

g L1 9vINN19ANNUA Security Group U Virtual Firewall a2 @7 Security Group 9891019

\Faunonu Firewall Gateway 713 GDCC lavi1n158319 Allow Policy 14 Inbound-Outbound 12

FaIm319ALaNS
Inbound Outbound
FTP ALL ICMP
HTTP DNS
HTTPS FTP
IMAP HTTP
IMAPS HTTPS
NTP NTP
POP3 RDP
POP3S SSH
SMTP DNS
SMTPS IMAP
SSH IMAPS
SYSLOG POP3
TELNET POP3S
SMTP
SMTPS
MongoDB
MSSQL
MYSQL
OracleDB
PostgreSQL
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Fa1nneen15ve Allow Security Group usnimileaniinnualilv azneuasunds GDCC Ll

vinsve Allow lunely
1.3.7.2. n13AMUA Security Group a3uu Network

Tnvinnsednlufl Cloud vSphere Machine 1 Twiden Actions 91ntiuiden Change

Security Groups

B service Broker x 4+ v = x

€« C & mycloudgdec.onde.go.th/catalog/#/deployment/b887dbed-3c61-4684-a35a-6936¢22254d a « * 8N

vmw vRealize Automation - Service Broker

Catalog  Deployments  App
@O Win2019-UM STucce ) acions -
No description Requestor Expires on Never
Project S dmin-Test Last updated Nov 11, 2021, 10:38, P
Cloud Template W 2019 STD-SG Created on Nov 11, 2021, 5:!

HIDE SUMMARY 2

Topology  History

AR E B @ QP

C\oud_vSphere_Mach\rﬁ_‘
~  General ! o
Resource

name reate Snapsho

Account / Region Delete FdcO1

R Power Off

Status

Reboot
Q s ol 0 mengooe o] O mysoLoa 0 e () oracess Addrass Remove Disk
pute host Reset
Q s Q svre [ O syseg ) Tene S chudusume. o8 G Coud_uspher Resize
> Storage -

Resize Boot Disk

wUINgruIneaagy Tmvinsiden Network 1918901583519 Security Group lagadn
d' d' & ¥ A . g P A < ¥ Yo
yUwTomueuIn Antulwinisidien Security Group Mineents Wedeniaiauas luvinisna Apply

AUUNA Submit

Change Security Groups X Change Security Groups X
@ - Cloud _ Network _3 -
[] | security sroup. T ]

[ | security sroup T
1
Cloud _ Network _1 1
@ Cloud _ Network _1 Clous_Networ_t
[ | securty sroup v ]
©
[ | security sroup v

Security Group
[ wtre

Cloud _ Network _2

TS - et =

[ security Group -

[ security Group -

CANCEL SUBMIT

CANCEL SUBMIT
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NIANMNDIN157198LUA BUNIDAU Security Group 89110 Network @u1savinlalag
A ' A A ¥ oA . g & A Yo = =
NANYRIFAMALUNUITE Security Group ANUUaIINTaGentAazaulmiNIsNAURIBMINEaU 138

Q%LﬂaﬁliﬂﬂﬁlﬂﬁﬂﬂgﬂaUﬁE} Weanfiunsiseusesluvininisna Submit

Change Security Groups X

Cloud _ Network _3

L+

| | security Group T

1 1-10of0
Cloud _ Metwork _1
o E
Security Group T
HTTP

Cloud _ Metwork _2

L+

:l Security Group T

] 1-10cf0 -

CANCEL | SUBMIT I
oy
o

swmﬂ%nmé’ﬂﬂg Ins09UNIENTUVDAIU Change Security Groups Successful

Jusuadady
D service Broker x 4 = X
< C@ @& mycloud.gdec.onde.go.th/catalog/#/deployment/b887dbed-3c61-4684-3352-6936c222 540 a % * n =@

wvmw vRealize Automation - Service Broker

Catalog Deployments Approvals
&> Win2019-UM ac
Health Good @ Requestor Expires on Newver
No description Project Last updated Nov 11, 2021, 10:53:39 PM
Cloud Template Created on Nov 11, 2021, 5.51.35 PM

HIDE SUMMARY A
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1.3.8. NMAMMUA Tag WazNITAUN Tags

Twhmsaanludl ACTIONS uazidon Edit Tags

vmw vRealize Automation

Service Broker

Consume Content & Policies Infrastructure Inbox
& network-test serons ¢
o .
mazen Health Good i Change Lease iyakon.c
. Change Owner ikon.c

# Member of Backup Name: System-Admin-Test___1 &

& Showing all Delet .
slete m-Admin-Test

Edit Deployment

Edit Tags

Guest File Restore
[ Catalog A4

Q Search projects WLDO2 Cluster03, version: 2

HIDE SUMMARY A

lavoniu Tags Nneen1suazAanyit SUBMIT

Edit Tags b

To ensure that you consistently apply tags to your deployment resources, you can add new or remove existing tags

Resource name Resource tags
Cloud_vSphere_Machine_1 sismw Tag X | O Add a new tag to this resource
1 1 of 1item(s)

CANCEL SUBMIT

MRAINTUUYBANN Tags M3Mmuaazusnglu Tab General

~ Cloud_vSphere_Machine_1 ACTIONS v
v General
Resource Id

Resource name

Account / region

Status
Hostname
Address
Compute host

Tags waAm Tag

Type Cloud .vSphere Machine
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131811150AUNT Tags Lataanishuii Deployments Adnludl FILTER & on Tags

1%

[

= ' a4 A @ '
V]Li’]@]@\iﬂ']iﬂﬂﬁ’ﬂumlé Resource Tags MUIBN9LLEAIATDINA Tags AINATT

Service Broker

Content & Policies  Infrastructure  Inbox

Consume
« 4
Deployments (e Soarch dapicyments
cLEar AL @ ploy Y Q Search depe
Projects
Name wner Proiect stotus ‘z Price
. Showing all
Never

$ networictast System-
Admin-Test

Q, Search profects

s Catalog

& Deployments -

Deployments

Resources
Virtual Machines
Volumes

Networking & Security

&) Supervisor Namespaces

.

Manage Columns

1.3.9. 115 Monitor @01uy Virtual Machines

19epioyments

ﬂaﬂ‘ﬁuﬁé Virtual Machines adnidan Tab Managed #u1n19azLaAd Virtual Machines

melulusianseulansaniuy Virtual Machines

Service Broker

Consume  Content & Policies  Infrastructure  Inbox

Virtual Machines

Projects d  Managed

are those under full VMware Aria Automation management so that you can run day 2 actions. The managed machines included onboarded, migrated, or deployed machines. Click New VM if you want t

78 SystemoAdminTest X
o urrent cloud provider OS image and size flavors

Q Search projects o

[ Catalog Narme Powerstate | Account / Regi Agn Project origin Togs
& Deployments & System-Admin-Test-4912 On System-Admin-Test & Deployed
epioymer v
A, & System-Admin-Test-5398 on System-Admin-Test @ Deployed
on System-Admin-Test & Deployed

Resources
Virtual Machines
Volumes

Networking & Security

&) Supervisor Namespaces
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v v
-~
2. milnuimsdrsasuazgfiu VM
YBULUANITAITRIVOYA 119 GDCC Huleurenisdrsesveyadunis Backup Virtual
Machine fsiiunisiuaz 1 a5 lnedaiulidudiuau 7 Versions nsdrsesvayaszidunisdiseswaya

AEdMlUlANa9a519 Virtual Machine Tua@aun1s Encryption g9ludnsivsiad aalna Backup

A

3§ﬂwsﬁ139qmyagaazLﬂumsﬁﬁaw’laaﬁaLLUU Full uag Incremental HEUAY EULLuumyagjaﬁﬁ’ﬁaq
Usgnaulumaelna VBK (full backup), .VIB (incremental), .VRB (reverse incremental), Wag .VBM
(metadata) ﬂtj"NL’;m@i’wLﬁumﬁﬁaq{agaﬂz”l,:,imﬁs‘z’](uagjﬁ’uﬁmau Virtual Machine Wwag Data 713usg
NoUNU mié’ﬂﬁaqﬁzjjaqa%ﬁ’mlﬁuﬁq onsite WAz offsite ingauNNUMIUATLATULUNYT NTMAGDY
n19 Backup %"L:u'mmim"wLﬁuﬂﬁmaaulmyl,ﬁ'aqmﬂLﬁ'mﬁms Restore Virtual Machine LLayQ

Virtual Machine 9¢a319%1u Virtual Machine Lauilyauegdagiu

2.1. vBaaS Job Notification Settings
vBaa$S Job Notification Settings \u Service flagvhnssenuaniue Backup Job VM
ﬁjwa\lm‘ﬁ'aqlﬂwﬁlm Project jlﬂmmia Backup 19 Success, Warning %30 Error s'fammﬁmﬂmlmm

Service filalaglufivhve vBaas Job Notification Settings 91N1WYINN19NA Request

B Service Broker x 4 v = x

< C & mycloud.gdcc.onde.go.th/catalog/#/library a +#

wvmw vRealize Automation - Service Broker

Catslog  Deployments  Approvals

Catalog Items (=iemsfmen ) <

Sort: Name (ascending)

1 Backup

G vBaas Ge

hestrator W.

2> Ubuntu20 04-disk vBaas Add VM to vBaas Generate G
WMware Cloud Templates vReal or W, or W
firtual Mas Create Guest ssion

Projects System-Admin-T.. Projects: System-Admin-T. Projects System-Admin-T.. Projects System-Admin-T. Projects System-Admin-T..

& Win12-Testing 2 Win19-Testing
VMware Cloud Templates VMurare Cloud Templates

e vBaas Restore VM
vReal or W,
Restore Entire ne

REQUEST REQUEST REGUEST REQUEST REQUEST

ntulninn1sAinun Deployment Name wag Email #1na3n15lnes Backup Job Notification

Watasaluyiinisne Submit
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0 Service Broker x  + v - pad

< C & mycloud.gdec.onde.go.th/catalog/#/library/9a732cd0-f942 -37e2-83e6-d44e33ae04ca a % *x@ :

wmw vRealize Automation - Service Broker

Catalog ~ Deployments  Approvals

New Request

evBaaS Job Notification Settings

Project * System-Admin-Test v
| Deployment Name * Jab Nofi from Win13-UM
Description
4
Job name * System-Admin-Test__1 ~
Emails yanakorn.ang@gmail.com oo

B0 service Broker x  + i - X

<« C @& mycloud.gdcc.onde.go.th/catalog/#/deployment/32ac1fb-1020-4024-346f-61d17813dd51 Q % %N

wvmw vRealize Automation - Service Broker

Catzlog  Deployments  Approvals

@& Job Nofi from Win19-UM

actions |
No description Requestor mixtest Expires an Never
Project System-Admin-Test Last updated Naov 8, 2021, 5:31:06 PM
Created on Naov 8, 2021, 5:30:19 PM

HIDE SUMMARY &

#9819 Backup Job Notification $7897u@0 U Success, Warning wag Error

alertsystem@gdcc.onde.go.th wa. 11 0.0, 0506 (19 Hilwdeinan) Y & H
fodu -
H Fengw > Wy v wlaztaany fladmy: Sanay x

Backup job: System-Admin-Test 1 Success

Create By vRealize Automation: 11/4/2021 3:42:37 PM 19 of 19 VMs processed

Thursday, November 11, 2021 5:00:29 AM

Success 19 Starttime  |5:00:20AM  Totalsize  |556GE Backup size |27.0 GB

Warning 0 End time 5:06:324M  |Dataread 458 GB Dedupe 17x

Error 0 Duration 0:06:03 Transferred | 26.1GB ‘Compression | 1.6x
alertsystem@gdce.onde.go.th W10 WA 107 (2 Tudtdmn) Yy e :
fodu ~

Backup job: System-Admin-Test___ 1 (Retry 1)
Create By vRealize Automation: 11/4/2021 3:42:37 PM

Wednesday, November 10, 2021 10:17:07 AM

Success |0 Starttime  |10:17:07AM | Totalsize  |0B Backup size 0B Nothing ta pracess, All machines vare sxcludsd fom
warning| 0 End time 10:17:51AM  |pataread  [0B Dedupe 1ox sk o

Emor |0 Duration | 0:00:43 Transferred |08 Compression| 1.0x

alertsystem@gdee.onde.go.th w10 w.a. 05:37 (2 Juiiinaon) ¥ :
fodu -

Wednesday, November 10, 2021 5:36:44 AM
Success |0 Starttime  5:36:44AM  Totalsize 0B Backup size |08 irtusl Machine System-Admin-Test:5335 is unavaitable
nd will be skipped from processing.
Warning| 0 End time 537:20AM  |Dataread 0B Dedupe 10x irtusl Machine System-Admin-Test 5518 is unavailable
ind will be skipped from processing.
Emor |0 Duration 0:00:35 Transferred |08 Compression | 1.0x Hothing ko process. All machines wers sxciudsd from
ack list.
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2.2. vBaa$S Update Backup Job Schedule
vBaaS Update Backup Job Schedule 1u Service fi%28Tun151U8 suntassinia
136 Backup Job iﬁ’aq'”l,ul,amﬁmyamwﬂg Feannsadalyanu Service dlalngluiiwave vBaas

Update Backup Job Schedule ﬁﬂﬂﬁ%uﬁﬂﬂ”l’iﬂﬂ Request

0 Service Broker x 4 v - X

& c & mycloud.gdcc.onde.go.th/catalog/#/library

wmw vRealize Automation - Service Broker

Catalog ~ Deployments  Approvals

Catalog Iltems (=== 5

Sort:  Name (ascending)
b o
Projectss  Syste r-Admmin-T Projec System-Admin-T Projects System-Admin-T.. Projects: System-Admin-T. Projects: System-Admin-T...
REGUEST EauEsT REGUEST EouEsT EauEsT
vBaas Remove VM vBaaS Restore VM vBaas Update Bac. <> Win12-Testing O Win19-Testing
vReslize Orchestrator W, vRealize Orchestrator W, vRealize Orchestrator W. VMware Cloud Templates VMware Cloud Templates
Virtual Machine from Restore Entire Virtual Machine Update Backup Job Schedule

Projects System-Admin-T..

Win2016_test812
o VMware Cloud Templates

Projects: System-Admin-T,

windown2019-NW
0 VMware Cloud Templates

System-Admin-T..

REGUEST

&

Windows 2012 R2

VMware Cloud Templates

Projects: System Testing

Windows2016-GCC
o VMware Cloud Templates

<> Windows 2016 STD
VMware Cloud Templates

httpsi//mycloud.gdce.onde.go.th/catalog/#/library/ad24578a-a318-3555-ba27-ac... =
ntulwimsivuanainesnisiy Backup Job Weiadaluvinisna Submit

B Service Broker x4 - X

&~ c & mycloud.gdcc.onde.go.th/catalog/#/library/ad94578a-a318-3555-ba27-acaf2795742f

wmw vRealize Automation - Service Broker

Catalog Deployments Approvals
New Request
evBaaS Update Backup Job Schedule

Project * System-Admin-Test

Deployment Name Tast Update Backup Job Schedule

Description

) H
Job Name System-Admin-Test__1
Old Time 04:00

New Time 05:00 |

Jobs Used Time 0 Jobs

SUBMIT CANCEL
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svuvaglonandneg Inseaunsevisiureniny Create Successful iuduasadu

B Senvice Broker x 4+ v = b4

< C & mycloud.gdec.onde.go.th/catalog/#/deployment/c0386109-ed33-48b9-8a39-275dcffal 1d6

wvmw vRealize Automation - Service Broker

Approvals

Catzlog  Deployments

eTest Update Backup Job Schedule

No description Requestor Expires on

Project

Last updated
Created on

HIDE SUMMARY 21

2.3. vBaa$S Restore VM
vBaas Restore VM i Service fimaglums Restore VM Inndululuwasiaanms 4 ke

#n15 Backup Talu Backup Job Faannsadaloay Service flalaglufiiave vBaas Restore VM

NUUIINITNA Request

B Senvice Broker x 4

<« C & mycloud.gdcc.onde.go.th/catalog/#/library Q %

wvmw vRealize Automation - Service Broker

Appravals

Catalog  Deployments

Catalog Iltems =) 57

Sort Name (ascencing)

<8<> Ubuntu20.04 DEEP

VMware Cloud Templates

Projects System-Admin-T

REQUEST

vBaas Remove VM
vRealize Orchestrator W.

Remove Virtual Machine from
Backup Job

vBaas Add VM to ..
vRealize Orchestrator W.

Add Virtual Manchine to Backup
Job

Projects System-Admin-T

REQUEST

vBaas Restore VM
rchestrator W

al Machine

vBaas Generate G.
e Orchestrator W

Create Guest File Re!

Projects System-Admin-T

REQUEST

vBaas Update Bac
vRealize Orchestrator W

Update Backup Job Schedule

vBaa$ Get Backup ..
vRealize Orchestrator W.

Get Backup Job History

Projects: System-Admin-T

<> Win12-Testing
VMware Cloud Templates

®

Set Backup Job E-mail No

Projects System-Admin-T

REQUEST

@O Win19-Testing

VMware Cloud Templates

Projects System-Admin-T Projects System-Admin-T Projects System-Admin-T Projects System Testing Projects System Testing
reovEsT aequesT sequest aeauest
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Twinnsimun Deployment Name a1ntiudon VM 91989n153% Restore Waidoniasa

Tyinnsinuun Restore Point 110194015 Restore NaU L@3aluvinn1sne Submit

B Service Broker

< c

wvmw vRealize Automation -

Catalog ~ Deployments

New Request

General  List of vm

Project

& mycloud.gdcc.onde.go.th/catalog/#/library/5b627a33-9b7-39a5-bfc5-7f5cbabfcl72

X +

Q # * M 5

Service Broker

Approvals

System-Admin-Test

| Deployment Name

Test Restore VM

Description ‘

Job name

System-Admin-Test__1

Virtual Machine

System-Admin-Test-6019

Restore Point

System-Admin-Test-601982021-11-11 0

Reason ‘

@

Quick rollback [m]

SUBMIT CANCEL

szuvaglaniandnag Inseaunseisluveninu Create Successful iuduasadu

x +

@0 Service Broker

&«

myclou cc.onde.go.th/catalog/#/deployment/7 C-TC34-4call- -De ecUc/
C & mycloud.gdec.onde.go.th/catalog/#/deployment/Tb36638c-fc34-4ca0-8418-beBd2declc78

vmw vRealize Automation - Service Broker

Catalog Approvals

GTest Restore VM

No description

Deployments

ul )] acTions

Requestor mixtest Expires on

Last updated
Created on

Project System-Admin-Test

HIDE SUMMARY 7

v L4 L A a (J a v v !
¥9A255839 N3 Restore aviduns Restore siutas el vnAiiuns Restore 1Fsusesualazly

ansatadesnay Restore AFULLA
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